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ney General.'s guidelines, and accompanied by improved provisions
for congressional oversight.

25. Recommendation.—Congress should enact legis
rable to FISA to authorize physical search for ig
poses, s0 as to reduce legal uncertainties in coug

vestigations that have prosecution as one of t|
26. Recommendation.—U.S. counterinte i
continue to emphasize, as standard prg
the Justice Department at an earl
cases. The Justice Department shq
Criminal Division attorneys a
prosecution of espionage cas
tive information relating tg
. 27. Finding.—The CL
improve counterin

#re, consultation with
PC in potential espionage
ovide increased training to
'S. Attorneys concerning the
pruding the need to protect sensi-

Ppiaken some steps that are likely to
PPC investigations and prosecutions, in the
ot the Howard case. The Committee will
paton of those improvements.

8. dation.—The FBI and the dJustice Department
should tal ons, as appropriate, to remedy shortcomings ex-
posed by oward case.

E. OVERSEAS OPERATIONS

. Strategic counterintelligence objectives abroad di
in the United States not only because of the diffg
but also because of the added requirements fgff
support in intelligence collection prograggg¥
comes recent CIA initiatives to improve
efforts and its career opportunities i
The Committee’s classified Rep
garding CIA and Department o
ties overseas. 4
The investigation of espidf
personnel abroad raises g
lieves that the FBI g
with agency securijg

Virom those
t environment,

¢ by U.S. civilian and contractor

gictional questions. The Committee be-

be called in and should work closely
1als from the outset.

2.9. Fir;dz 7 The CIA has begun initiatives to improve its coun-
terintellig Fice efforts.
30. gB¥ommendation.—U.S. agencies abroad should continue to

#Pthe timely advice and assistance of the FBI in cases of Ppossi-

espionage by civilian and contractor personnel.

F. PERSONNEL MANAGEMENT AND TRAINING

Counterintelligence is not the main function of any of the organi-
zations responsible for U.S. counterintelligence programs. The
CIA’s primary task is collection and analysis of political, economic
and military intelligence; the FBI is a law enforcement organiza-
tion; and each of the service counterintelligence organizations is
part of a larger criminal investigative or intelligence agency. This
is one reason why there have been less specialized training and
fewer incentives for careers in counterintelligence. Personnel are
recruited for law enforcement or intelligence positions generally
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_are needed to recruit and retain t

and are usually not assigned to counterintelligence until they have
experience in other fields. The advantage of this practice is that
personnel can develop their basic investigative or intelligence skills
in less sensitive areas before taking on more important counterin-
telligence duties. The disadvantage is that specialization and career
advancement in counterintelligence may be discouraged because of
the organization’s emphasis on other functions.

Every agency is taking steps to upgrade counterintelligence
training, but the results thus far have been uneven. More should
be done to encourage agencies to share their experience with suc-
cessful methods. While each agency operates in a different environ-
ment and with different internal regulations, joint discussion of
such topics as the nature of the threat from particular hostile serv-
ices and the techniques for offensive operations and counter-espio-
nage investigations could be very useful. This would also make
more efficient use of expert personnel who assist in other agencies’
training. In the CIA and the military services, better training i
agency guidelines is also needed. o

In the aftermath of the Miller case, the Committee has taken a
close look at FBI personnel management policies for counterintelli-
gence. At the Committee’s request, the FBI prepared a study re-
viewing the impact of FBI personnel policies on the Foreign Coun-
terintelligence (FCI) Program in order to determine how the FBI
may more effectively recruit, select, assign, train, promote, and
retain Special Agents for counterintelligence matters. The FBI
study indicated a need for improvements in several areas.

The FBI confronts unusual personnel management problems be-
cause of the large hostile intelligence presence in New York City,
where the cost of living has discouraged FBI Agents from seeking
assignments or pursuing careers. Unlike State Department person-
nel, FBI Agents in New York do not have a special housing allow-
ance to de%ray the cost of living in town. The Committee believes
that action is needed to improve benefits and incentives in New
York and is prepared to develop legislation that may be needed for
this purpose.

Another manpower issue is the limited number of FBI senior
grade positions in the counterintelligence field, as compared to po-
sitions as Special Agent in Charge of a field office and comparable
headquarters positions with primarily law enforcement duties. The
Committee supports efforts to change this situation, including
funds requested in the FY 1987 budget to increase the number of
senior grade counterintelligence positions at FBI Headquarters.
The Committee also supports the FBI policy requiring that all new
Special Agents in Charge of field officers who have not previously
served in a full-time counterintelligence position must receive FCI
training. .

The Committee intends to continue its review of FBI counterin-
telligence personnel policies as part of a broader ongoing study o
intelligence community personnel issues. . d

DoD counterintelligence components have similar ‘problemsc oalﬂ_
should develop appropriate revisions in personnel pohcty Itg :’1‘1 the
age specialized counterintelligence career development. ter efforts

ec. cou i Il as the FBI grea
DoD counterintelligence units, ash .:vlfest ‘possible personnel.
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ouraged

Findings and Recommendations nis as its Vice Chairman). Although the Committee is e
deficien-

31. Recommendation.—More should be done to encourage agen- by many of the steps now being taken to remedy serio

cies, the continuing fragmentation of security planni o and policy

cies to share their experience with successful CI methods and to . .
make more efficient use of expert training personnel. | requires a substantial reorganization of the way thefGovernment
. 32. Recommendation.—Additional measures should be taken to i handles its many security programs. Congress has a fmilar duty to
improve benefits and incentives for FBI Agents in New York City ‘ put its own house in order; and the Committee hagfspecific recom-
including any legislation needed to give the FBI comparable au- : mendations for that purpose as well. A
thority to the State Department. ' The Committee has addressed security countgfmeasures at two
33. Finding.—The FBI is planning to increase the number of levels. First is the national policy level, wheiffl government-wide
senior grade counterintelligence positions at FBI Headquarters. initiatives and programs are developed, a ved and overseen.
The Committee supports these efforts. Many of the most serious security weaknessi#fresult from the lack
34. Recommendation.—While each counterintelligence agency of an effective, national policy that gives Ji##h priority to security
must recruit to satisfy its unique needs, greater attentjon should be programs and ensures comprehensive angg@¥lanced planning. The
given to determining specialized qualifications required for person- second level is the numerous separate girity disciplines, which
nel to meet each agency’s CI needs as distinct from law enforce- each have their own problems that mugl#ffe solved within a coher-

ment or foreign intelligence needs. ent national policy framework. Thesegflisciplines include informa-
35.  Recommendation.—DoD counterintelligence components tion security, personnel security, comgfunications security, comput-
should continue to develop appropriate revisions in personnel . er security, emanations security (TEJIPEST), technical surveillance

policy to encourage specialized counterintelligence career develop- countermeasures, physical securityf industrial security and oper-
ations security. Their variety itselff clearly indicates how difficult it

ment.
is to pull together the necessaryfexpertise and reconcile the inter-
IV. SEcURITY COUNTERMEASURES ests of different agencies and pbgrams—intelligence, military, dip-
In 1984- : y lomatic, industrial, research fand budgetary. Nevertheless, the
ies % ¢ secufiiyt};ilﬁ’i‘::‘::ée l;:::'tliﬁz}ésc?grducmtg i‘? 'di?g' .Stf':‘d' effort must be made if we gffe to reduce the likelihood of future
mation and activities agair?st hostile in‘i:l)l‘ A alz]ss tl mT?lr- compromises that repeat tife multi-billion dollar damage of the
Committee has reviewed findings and recomyfl atif)(:lsef?r;:?.all o‘:' Walker, Pelton, Howard, Jfrper and Bell cases or the incalculable
g::;se :tudies,l as well as obiervations and gffiposals made by other {l;?i';rf?;n Ulgt?;ffﬁgg: ¢f our communicatins and technical pene-

Tess] 3 APF . 3 2. .

g ona. committees, by witnesses gf# l.le Committee’s closed We would not wish tgf mislead; in any foreseeable environment,

utside the Government. i
gcommendations raise grave Us. setcg rity cgur;ter
Brams to protect sensitive in- guarantees against cg : P
o cant improvement iy security, a further limiting of the damage
The Walker case di £ . : : that is wreaked by #hose compromises and losses. Our belief is that

1saster andgre bugging of typewriters in our more effective, buffnot unduly intrusive measures can accomplish
es that waited years to be uncov- this objective
ficant weaknesses in the nation’s se- J ’

Y
y

¥’ disparities in policies and standards A. A
echnical and other security measures. '

s csilrce allocation have existed, and in some In Decembeyf, 1985, the Committee recommended to the National
areas inadequate resq (s have led to serious gaps in protection. ' Security Coyficil that the Excutive branch develop a comprehen-
Research and develoiff@iRt to improve security has been haphazard sive and injfgrated National Strategic Security Program to coordi-
at best. nate and ffster the protection of sensitive information and activi-
_Since the late . the Committee has worked with the Execu- ties from
tive branch and intelligence community to strengthen counter- three-fold.
out the Government, so that the FBI, CIA and Firstfsuch a program would give greater visibility, higher priori-

easures programs can provide no absolute
promises and losses. Our goal is a signifi-

C relligence components could deal more effectively ty andfincreased attention of senior officials to security counterme-
with the Igftile intelligence threat. Until 1985, however, neither suresf Frequently, security programs have neither an influential
this Comgiftee nor any other congressional body had taken a simi- voicf in government departments and agencies nor adegquate fund-
larly cgfbrehensive look at the defensive security countermeas- ingfand career opportunities. Security must be recognized by the
ures iggit surround the core of classified information and that are Exfcutive branch and Congress as a crucial underpinning to }fhf
suppéPted by counterintelligence. The Committee’s closed hearings ' ofher basic functions—military, intelligence and diplomatic—tha
in ¥ fall of 1985 were the first systematic Congressional review of ghfeguard national security. i herent

g vide a €O ez“;_

secUrity programs since the 1957 report of the Commission on Gov-

; . d, h a program is to provice i5-
ernment Security established by Congress (with Senator John Sten- Second, the reason for suc e ty deficiencies. As

i
i .
f structure to address and overcome securl
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